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Using the Flow of Information to
Detect False News
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Fake News Detection

(14

Can we automatically detect
disinformation in news articles?

What are the applications for
fake news detection?

How do we go about it?
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Outline

 Mis- and Disinformation
— What are Fake News?

— Why is this a relevant problem?

« Fake News and NLP
— NLP tasks related to fake news

— Approaches to these tasks

* |deas and Future Research
— What | have done so far

— What I'm currently working on
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Fake News in the World

 The term “fake news” has become a buzzword
at this point

 Itis important to acknowledge their real-world
consequences

* Understanding this phenomenon is the first
step before we can stop it
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Fake News in the World -
Politics

* The Brexit campaign

« 2016 and 2020 presidential
elections in the United States

 Myanmar genocide

Image: 2022 REUTERS/Leah Millis [link]
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https://twitter.com/LeahMillis/status/1611340468226342913/

Fake News in the World -
Healthcare

 AIDS and COVID-19 Pandemic

» Polio being reintroduced to
several parts of the world

» Smoking disinformation
campaigns

Image: REUTERS/Susana Vera [link]
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https://www.weforum.org/agenda/2021/06/6-steps-to-protecting-healthcare-workers-improving-pandemic-preparedness-jobs-reset-summit-2021

Fake News in the World -
Environment

 Disinformation campaigns from
oil companies (and others)

* The idea of “wildfire seasons”
has been introduced recently

* In general, distract and delay

Image: REUTERS/David Swanson [link]
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https://www.reuters.com/business/environment/un-climate-report-likely-deliver-stark-warnings-global-warming-2021-08-05
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From “On Fire” by KC Green [link]
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What are “Fake News”?

 The term “fake news” is not well
defined!

* It has been used as:
— A general term for disinformation
— Aterm for intentionally false news

— A way to disqualify journalistic
outlets



Misinformation — False information that is
spread, regardless of intent.

Disinformation — False information spread with
the intent to deceive or to manipulate.
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verifiably false, and could mislead\re



The Problem with Intent

* Most of these definitions hinge on intent

* However, intent is hard (if not impossible) to
establish

» This complicates gathering data in a reliable
and consistent manner
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Related (but Distinct) Terms

Rumours Clickbait Propaganda

Biased
News

Satirical Hyperpartisan
News News
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Ethical Concerns

* Where do we draw the line between policing
and censorship?

* Who is telling us what is true and what is
false?
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« Can we really detect falsehood just through
text?
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and NLP

“How Do We p!ﬁil to Study Fake News?




How Do We Mix Fake News and Al?

=l  TO stop the spread of fake news (fake news detection)

¢ In a timely manner (early detection)
¢ Analysing the cost/benefit of blocking fake news on social media

wmemld  TO help fact-checkers

¢ Through automatic fact-checking
e Flagging articles/trends where fake news might appear

=l TO study how disinformation evolves over time

¢ Analysing how a specific piece of disinformation changes over time
e Tracking the spread of fake news, both in social media and through different sites
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Ok, but where do | get my data from?

« Expert annotators

— Fact-checking organizations for article-level
annotations

— Watchdog organizations for source-level
annotations

« Crowdsourcing
— Asking non-experts to annotate data
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Fact-Checking and Watchdog Organizations

* Not aligned with the government, companies, or
other journalistic outlets

Independent

e Explain their methodologies
e Disclose funding and possible conflicts of interest

Transparent

Experts in
their fields

e Journalists, human rights advocates, etc.
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Crowdsourcing

o
o] Much cheaper than obtaining a golden label

',,,f“ Tends to have high disagreement

Annotation quality heavily depends on the
annotation guidelines
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Annotation Levels

« Statement-level
— The dataset is made up of individually-labelled statements

— The statements may or may not belong to news articles

* Article-level
— The dataset is made up of news articles

— Each article is labelled according to the veracity of its
content

» Source-level
— The dataset is made up of news articles

— Each article is labelled according to the reliability of its
publisher
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Possible Issues with the Data

ffft
“

 Most available datasets are:
— Too small

— Have data selection biases

* The largest datasets are:
— Underused

— Annotated at source-level

 Available languages:
— Mostly in English and Brazilian Portuguese

— Not all languages/countries have independent
fact-checking agencies (e.g. Sweden)
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Three Different Approaches

Compare the information in

Kn OW|€dge-based the article against a

knowledge base

Check for cues of deception in

Content-based the style of the articles (e.g.
within the text itself)

Analyse the context in which

Context-based the article exists (e.g. social

media interactions)
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Knowledge-Based Approaches

« Automated fact-checking
— Given a claim, verify its veracity
with a knowledge base

— ldentifying previously fact-
checked claims

» Note that automated fact-checking
encompasses more than just fake
news detection!
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Content- and Context-Based Approaches

 Are usually focused around machine learning
methods

 Use a combination of content- and context-
based features

e Can focus on one or more of data, features,
and/or models
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Content-Based Features

» Textual representations
— TF-IDF

— Word embeddings

« Linguistic features
— Distribution of POS, punctuation, etc.

— Syntactic trees

» Psycholinguistic features
— Sentiment and emotion analysis

— Detecting morality and principles,
among others
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Context-Based Features

and where was it published?
— Who are the ad partners of the publishing website?

‘ « Can also be related to social network
engagement
— Who was the original poster?

\ » Can be related to the publication of the article
. r———' — Who wrote and who published the article? When

— How was the article shared/liked/interacted with?
— Who interacted with the post?
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My Current Work

« Systematic literature review
— Will appear as a chapter in my thesis

« “A First Attempt at Unreliable News Detection in

Swedish”
— Appeared at LREC 2022

* “Are You Trying to Convince Me or Are You Trying
to Deceive Me? Argumentation in Fake News”
— To be published
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Usual ways of using the text of the article

learning methods classification
e Generally less effective e Better performance but
but more interpretable lack interpretability and
explainability
e Do not care of the e Can be hard to extract
ordering of the text useful insights about fake
news
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My Assumptions

 The order of the text within the article matters

» We can exploit how certain information “flows” within
the text

— We care about how the information changes through
the article

— We do not care about any individual change

 We can use this flow of information both as a feature for
fake news detection and to gain insight into how fake
news work
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An Example — Emotional Flow in Fake News
Ghanem et al. (2021)

* Main idea
— Exploit how emotion changes through

1.0

the text to identify disinformation N e
" \/\\’\\.//’\f/'
* Results 00 ; ; 6 ;

— They perform above the usual
baselines Figure 6: The flow of the Fear emotion in fake (») and

L real (o) news articles in the MultiSourceFake dataset.
— We can gain insights on how fake and  y.axis presents the average number of Fear emotion

real articles differ from each other words in 0-1 scale; the X-axis presents the document
text, divided into 10 segments.

10
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An Example — Emotional Flow in Fake News
Ghanem et al. (2021)

in a terrifying incident last night in chicago a g@@ accidentally killed

a man when trying to Kill a lJll@ cockroach local authorities report

the man tyrone smith was rushed to the m but couldn't

make it in time the gg@ who Bl at him was

arrested everyone is strong and powerful until the cockroach can fly
the paligg officer mike doors said i needed something to defend

7 myself so i @@l at it the fact that it killed

8 a man specifically a black one is a mere coincidence he
9 confirmed the cockroach lived but it's nowhere to be found local
10 authorities will launch a full investigation to determine what actually happened

Anger Anticipation Disgust Fear Joy Sadness Surprise Trust
[ @) @) [ O o @) O

Figure 5: Emotional interpretation of a fake news article by showing the attention weights (the bar on the left) and
highlighting the emotions in the text.
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Current Project — Argumentation
Features for Fake News Detection

* Do human-written fake news articles present
information in a different way than real articles?

* Process:
— Train a model to identify the argumentation
process in written news media

— Use this model to obtain sentence embeddings

— Feed the sentence embeddings to a fake news
classifier

* Preliminary answer — yes, we can!
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Current Project — Argumentation Features for Fake
News Detection

ADU Predictions Article Veracity Prediction

Prediction 1 e o o Prediction N True or False

1. Take a news article A and split it into

sentences
[ LinearLayer | [ BILSTM |
A A A
2. Use a BERT classifier to identify the type e
of argumentation for each sentence ] o oo |EioT
3. Use the final layer of the [CLS] token to [ BERT ]
represent the sentences K X

News Article

4. Use a BiLSTM classifier to determine
whether the article is real or false
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Going Forward

» Explore different sequential structures in text
— How differently do they behave from each other?

» Explore how fake news relate to other areas of NLP
— Can we exploit the advances in these other areas?

— How can we benefit these areas with fake news detection?

« Can we benefit from doing more complex classification?
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